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In some situations the WAWF system will pre-populate the “Pay DoDAAC,” “Admin By DoDAAC” and “Issue By 

DoDAAC.” The Contractor shall verify that those DoDAACs automatically entered by the WAWF system match 

the information in the table in DFARS 252.232-7006.  If these DoDAACs do not match, then the Contractor shall 

correct the field(s).  

 

If Receiving Reports are required, ensure that the “Inspection” and “Acceptance” defaults of “destination” for both 

fields are not changed in the WAWF online interface. 

 

The CLINs on the WAWF invoice shall be entered exactly as set forth in the contract document including CLIN 

number (e.g. 0001), Quantity (may be adjusted for actual quantity or dollar value delivered and invoiced), and Unit 

Price (e.g. $1.00).  The dollar amounts on each CLIN or SubCLIN on the WAWF invoice shall reflect final 

performance values, but in no instance can the dollar amount for each CLIN or SubCLIN exceed what is specified in 

the contract document.  The Contractor shall bill to the lowest level, e.g., the SubCLIN level.  The Quantity and Unit 

of Measure fields must be filled out exactly as indicated in the CLINs and SubCLINs to reduce the possibility of the 

invoice being delayed or rejected during processing. 

 

Before closing out of an invoice session in WAWF, but after submitting the document or documents, the Contractor 

will be given the option to send additional email notifications by clicking on the “Send More Email Notifications” 

link that appears on the page.  The Contractor shall click on this link and add the Technical Point of Contact’s 

(TPOC) or Contracting Officer’s Representative’s (COR) email address in the first email address block and add any 

other additional email addresses desired in the following blocks.  This additional notification to the Government is 

important to ensure the acceptor/receiver is aware that the invoice documents have been submitted into the WAWF 

system.   

 

 (End of instructions) 
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Section I - Contract Clauses  

 

CLAUSES INCORPORATED BY REFERENCE 

 

 

52.202-1  Definitions  JUN 2020    

52.203-3  Gratuities  APR 1984    

52.203-5  Covenant Against Contingent Fees  MAY 2014    

52.203-6  Restrictions On Subcontractor Sales To The Government  JUN 2020    

52.203-7  Anti-Kickback Procedures  JUN 2020    

52.203-8  Cancellation, Rescission, and Recovery of Funds for Illegal or 

Improper Activity  

MAY 2014    

52.203-10  Price Or Fee Adjustment For Illegal Or Improper Activity  MAY 2014    

52.203-12  Limitation On Payments To Influence Certain Federal 

Transactions  

JUN 2020    

52.203-19  Prohibition on Requiring Certain Internal Confidentiality 

Agreements or Statements  

JAN 2017    

52.204-4  Printed or Copied Double-Sided on Postconsumer Fiber 

Content Paper  

MAY 2011    

52.204-10  Reporting Executive Compensation and First-Tier 

Subcontract Awards  

JUN 2020    

52.204-13  System for Award Management Maintenance  OCT 2018    

52.204-18  Commercial and Government Entity Code Maintenance  AUG 2020    

52.204-19  Incorporation by Reference of Representations and 

Certifications.  

DEC 2014    

52.204-21  Basic Safeguarding of Covered Contractor Information 

Systems  

NOV 2021    

52.204-23  Prohibition on Contracting for Hardware, Software, and 

Services Developed or Provided by Kaspersky Lab and Other 

Covered Entities  

NOV 2021    

52.204-25  Prohibition on Contracting for Certain Telecommunications 

and Video Surveillance Services or Equipment  

NOV 2021    

52.209-6  Protecting the Government's Interest When Subcontracting 

With Contractors Debarred, Suspended, or Proposed for 

Debarment  

NOV 2021    

52.209-9  Updates of Publicly Available Information Regarding 

Responsibility Matters  

OCT 2018    

52.209-10  Prohibition on Contracting With Inverted Domestic 

Corporations  

NOV 2015    

52.210-1  Market Research  NOV 2021    

52.211-5  Material Requirements  AUG 2000    

52.211-15  Defense Priority And Allocation Requirements  APR 2008    

52.215-2  Audit and Records--Negotiation  JUN 2020    

52.215-8  Order of Precedence--Uniform Contract Format  OCT 1997    

52.215-10  Price Reduction for Defective Certified Cost or Pricing Data  AUG 2011    

52.215-12 (Dev)  Subcontractor Certified Cost or Pricing Data (DEVIATION 

2022-O0001)  

OCT 2021    

52.215-14  Integrity of Unit Prices  NOV 2021    

52.215-17  Waiver of Facilities Capital Cost of Money  OCT 1997    

52.215-21  Requirements for Certified Cost or Pricing Data and Data 

Other Than Certified Cost or Pricing Data -- Modifications  

NOV 2021    

52.219-6  Notice Of Total Small Business Set-Aside  NOV 2020    

52.219-8 (Dev)  Utilization of Small Business Concerns (Deviation 2023-

O0002)  

DEC 2022    

52.219-14 (Dev)  Limitations on Subcontracting (DEVIATION 2021-O0008)  FEB 2023    
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52.219-28  Post-Award Small Business Program Rerepresentation  MAR 2023    

52.222-1  Notice To The Government Of Labor Disputes  FEB 1997    

52.222-19  Child Labor -- Cooperation with Authorities and Remedies  DEC 2022    

52.222-20  Contracts for Materials, Supplies, Articles, and Equipment  JUN 2020    

52.222-21  Prohibition Of Segregated Facilities  APR 2015    

52.222-26  Equal Opportunity  SEP 2016    

52.222-35  Equal Opportunity for Veterans  JUN 2020    

52.222-36  Equal Opportunity for Workers with Disabilities  JUN 2020    

52.222-37  Employment Reports on Veterans  JUN 2020    

52.222-40  Notification of Employee Rights Under the National Labor 

Relations Act  

DEC 2010    

52.222-50  Combating Trafficking in Persons  NOV 2021    

52.223-3  Hazardous Material Identification And Material Safety Data  FEB 2021    

52.223-6  Drug-Free Workplace  MAY 2001    

52.223-12  Maintenance, Service, Repair, or Disposal of Refrigeration 

Equipment and Air Conditioners.  

JUN 2016    

52.223-18  Encouraging Contractor Policies To Ban Text Messaging 

While Driving  

JUN 2020    

52.223-20  Aerosols  JUN 2016    

52.223-21  Foams  JUN 2016    

52.225-13  Restrictions on Certain Foreign Purchases  FEB 2021    

52.226-1  Utilization Of Indian Organizations And Indian-Owned 

Economic Enterprises  

JUN 2000    

52.227-1  Authorization and Consent  JUN 2020    

52.227-2  Notice And Assistance Regarding Patent And Copyright 

Infringement  

JUN 2020    

52.227-3  Patent Indemnity  APR 1984    

52.229-3  Federal, State And Local Taxes  FEB 2013    

52.232-1  Payments  APR 1984    

52.232-8  Discounts For Prompt Payment  FEB 2002    

52.232-9  Limitation On Withholding Of Payments  APR 1984    

52.232-11  Extras  APR 1984    

52.232-17  Interest  MAY 2014    

52.232-18  Availability Of Funds  APR 1984    

52.232-23 Alt I  Assignment of Claims (May 2014) -  Alternate I  APR 1984    

52.232-25  Prompt Payment  JAN 2017    

52.232-33  Payment by Electronic Funds Transfer--System for Award 

Management  

OCT 2018    

52.232-39  Unenforceability of Unauthorized Obligations  JUN 2013    

52.232-40  Providing Accelerated Payments to Small Business 

Subcontractors  

MAR 2023    

52.233-1 Alt I  Disputes (May 2014) -  Alternate I  DEC 1991    

52.233-3  Protest After Award  AUG 1996    

52.233-4  Applicable Law for Breach of Contract Claim  OCT 2004    

52.242-2  Production Progress Reports  APR 1991    

52.242-13  Bankruptcy  JUL 1995    

52.244-2  Subcontracts  JUN 2020    

52.244-6  Subcontracts for Commercial Products and Commercial 

Services  

MAR 2023    

52.245-1  Government Property  SEP 2021    

52.245-9  Use And Charges  APR 2012    

52.247-63  Preference For U.S. Flag Air Carriers  JUN 2003    

52.248-1  Value Engineering  JUN 2020    

52.249-2  Termination For Convenience Of The Government (Fixed-

Price)  

APR 2012    
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52.249-8  Default (Fixed-Price Supply & Service)  APR 1984    

252.203-7000  Requirements Relating to Compensation of Former DoD 

Officials  

SEP 2011    

252.203-7001  Prohibition On Persons Convicted of Fraud or Other Defense-

Contract-Related Felonies  

JAN 2023    

252.203-7002  Requirement to Inform Employees of Whistleblower Rights  DEC 2022    

252.203-7003  Agency Office of the Inspector General  AUG 2019    

252.203-7004  Display of Hotline Posters  JAN 2023    

252.204-7000  Disclosure Of Information  OCT 2016    

252.204-7003  Control Of Government Personnel Work Product  APR 1992    

252.204-7015  Notice of Authorized Disclosure of Information for Litigation 

Support  

JAN 2023    

252.205-7000  Provision Of Information To Cooperative Agreement Holders  DEC 1991    

252.209-7004  Subcontracting With Firms That Are Owned or Controlled By 

The Government of a Country that is a State Sponsor of 

Terrorism  

MAY 2019    

252.211-7007  Reporting of Government-Furnished Property  MAR 2022    

252.217-7003  Changes  DEC 1991    

252.217-7004  Job Orders and Compensation  MAY 2006    

252.217-7007  Payments  DEC 1991    

252.217-7008  Bonds  DEC 1991    

252.217-7009  Default  DEC 1991    

252.217-7010  Performance  JUL 2009    

252.217-7011  Access to Vessel  DEC 1991    

252.217-7012  Liability and Insurance  AUG 2003    

252.217-7014  Discharge of Liens  DEC 1991    

252.217-7015  Safety and Health  DEC 1991    

252.217-7016  Plant Protection  DEC 1991    

252.217-7028  Over And Above Work  DEC 1991    

252.222-7006  Restrictions on the Use of Mandatory Arbitration Agreements  JAN 2023    

252.223-7002  Safety Precautions For Ammunition And Explosives  MAY 1994    

252.223-7004  Drug Free Work Force  SEP 1988    

252.223-7008  Prohibition of Hexavalent Chromium  JAN 2023    

252.225-7001  Buy American And Balance Of Payments Program--Basic  JAN 2023    

252.225-7002  Qualifying Country Sources As Subcontractors  MAR 2022    

252.225-7008  Restriction on Acquisition of Specialty Metals  MAR 2013    

252.225-7009  Restriction on Acquisition of Certain Articles Containing 

Specialty Metals  

JAN 2023    

252.225-7012  Preference For Certain Domestic Commodities  APR 2022    

252.225-7013  Duty-Free Entry--Basic  DEC 2022    

252.225-7015  Restriction on Acquisition of Hand Or Measuring Tools  JUN 2005    

252.225-7016  Restriction on Acquisition of Ball and Roller Bearings  JAN 2023    

252.225-7038  Restriction on Acquisition of Air Circuit Breakers  DEC 2018    

252.225-7048  Export-Controlled Items  JUN 2013    

252.225-7052  Restriction on the Acquisition of Certain Magnets, Tantalum, 

and Tungsten.  

JAN 2023    

252.225-7058  Postaward Disclosure of Employment of Individuals Who 

Work in the People's Republic of China  

JAN 2023    

252.225-7972 (Dev)  Prohibition on the Procurement of Foreign-Made Unmanned 

Aircraft Systems  (DEVIATION 2020-O0015)  

MAY 2020    

252.226-7001  Utilization of Indian Organizations, Indian-Owned Economic 

Enterprises, and Native Hawaiian Small Business Concerns  

JAN 2023    

252.227-7013  Rights in Technical Data--Other Than Commercial Products 

and Commercial Services  

MAR 2023    
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252.227-7015  Technical Data--Commercial Products and Commercial 

Services  

MAR 2023    

252.227-7016  Rights in Bid or Proposal Information  JAN 2023    

252.227-7025  Limitations on the Use or Disclosure of Government-

Furnished Information Marked with Restrictive Legends  

JAN 2023    

252.227-7027  Deferred Ordering Of Technical Data Or Computer Software  APR 1988    

252.227-7030  Technical Data--Withholding Of Payment  MAR 2000    

252.227-7037  Validation of Restrictive Markings on Technical Data  JAN 2023    

252.231-7000  Supplemental Cost Principles  DEC 1991    

252.232-7003  Electronic Submission of Payment Requests and Receiving 

Reports  

DEC 2018    

252.232-7010  Levies on Contract Payments  DEC 2006    

252.243-7001  Pricing Of Contract Modifications  DEC 1991    

252.243-7002  Requests for Equitable Adjustment  DEC 2022    

252.244-7000  Subcontracts for Commercial Products or Commercial 

Services  

JAN 2023    

252.244-7001  Contractor Purchasing System Administration  MAY 2014    

252.245-7001  Tagging, Labeling, and Marking of Government-Furnished 

Property  

APR 2012    

252.245-7002  Reporting Loss of Government Property  JAN 2021    

252.245-7003  Contractor Property Management System Administration  APR 2012    

252.245-7004 (Dev)  Reporting, Reutilization, and Disposal  (DEVIATION 2022-

O0006)  

NOV 2021    

252.246-7003  Notification of Potential Safety Issues  JAN 2023    

252.246-7008  Sources of Electronic Parts  JAN 2023    

252.247-7023  Transportation of Supplies by Sea  JAN 2023    

  

 

CLAUSES INCORPORATED BY FULL TEXT 

 

 

52.211-11     LIQUIDATED DAMAGES--SUPPLIES, SERVICES, OR RESEARCH AND DEVELOPMENT (SEP 

2000)  

 

(a) If the Contractor fails to deliver the supplies or perform the services within the time specified in this contract, the 

Contractor shall, in place of actual damages, pay to the Government liquidated damages of not exceeding 

$40,322.00  per calendar day of delay [Contracting Officer insert amount].  Total Liquidated Damages shall not 

exceed 50% of the contract value.  

 

(b) If the Government terminates this contract in whole or in part under the Default--Fixed-Price Supply and Service 

clause, the Contractor is liable for liquidated damages accruing until the Government reasonably obtains delivery or 

performance of similar supplies or services.  These liquidated damages are in addition to excess costs of repurchase 

under the Termination clause. 

 

(c) The Contractor will not be charged with liquidated damages when the delay in delivery or performance is beyond 

the control and without the fault or negligence of the Contractor as defined in the Default--Fixed-Price Supply and 

Service clause in this contract. 

 

(End of clause) 

 

 

 

52.217-7     OPTION FOR INCREASED QUANTITY--SEPARATELY PRICED LINE ITEM (MAR 1989) 

 

The Government may require the delivery of the numbered line item, identified in the Schedule as an option item, in 
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the quantity and at the price stated in the Schedule.  The Contracting Officer may exercise the option by written 

notice to the Contractor within the period of performance.  Delivery of added items shall continue at the same rate 

that like items are called for under the contract, unless the parties otherwise agree. 

 

(End of clause) 

 

 

 

52.243-7     NOTIFICATION OF CHANGES (JAN 2017) 

 

(a) Definitions.  

 

"Contracting Officer," as used in this clause, does not include any representative of the Contracting Officer.  

 

"Specifically authorized representative (SAR),"  as used in this clause, means any person the Contracting Officer has 

so designated by written notice (a copy of which shall be provided to the Contractor) which shall refer to this 

subparagraph and shall be issued to the designated representative before the SAR exercises such authority. 

 

(b) Notice. The primary purpose of this clause is to obtain prompt reporting of Government conduct that the 

Contractor considers to constitute a change to this contract.  Except for changes identified as such in writing and 

signed by the Contracting Officer, the Contractor shall notify the Administrative Contracting Officer in writing, 

within three (3) calendar days from the date that the Contractor identifies any Government conduct (including 

actions, inactions, and written or oral communications) that the Contractor regards as a change to the contract terms 

and conditions. On the basis of the most accurate information available to the Contractor, the notice shall state-- 

 

(1) The date, nature, and circumstances of the conduct regarded as a change; 

 

(2) The name, function, and activity of each Government individual and Contractor official or employee involved in 

or knowledgeable about such conduct; 

 

(3) The identification of any documents and the substance of any oral communication involved in such conduct; 

 

(4) In the instance of alleged acceleration of scheduled performance or delivery, the basis upon which it arose; 

 

(5) The particular elements of contract performance for which the Contractor may seek an equitable adjustment 

under this clause, including-- 

 

(i) What line items have been or may be affected by the alleged change; 

 

(ii) What labor or materials or both have been or may be added, deleted, or wasted by the alleged change; 

 

(iii) To the extent practicable, what delay and disruption in the manner and sequence of performance and effect on 

continued performance have been or may be caused by the alleged change; 

 

(iv) What adjustments to contract price, delivery schedule, and other provisions affected by the alleged change are 

estimated; and 

 

(6) The Contractor's estimate of the time by which the Government must respond to the Contractor's notice to 

minimize cost, delay or disruption of performance. 

 

(c) Continued performance.  Following submission of the notice required by (b) above, the Contractor shall 

diligently continue performance of this contract to the maximum extent possible in accordance with its terms and 

conditions as construed by the Contractor, unless the notice reports a direction of the Contracting Officer or a 

communication from a SAR of the Contracting Officer, in either of which events the Contractor shall continue 

performance; provided, however, that if the Contractor regards the direction or communication as a change as 
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described in (b) above, notice shall be given in the manner provided.  All directions, communications, 

interpretations, orders and similar actions of the SAR shall be reduced to writing and copies furnished to the 

Contractor and to the Contracting Officer.  The Contracting Officer shall countermand any action which exceeds the 

authority of the SAR. 

 

(d) Government response.  The Contracting Officer shall promptly, within three (3) calendar days after receipt of 

notice, respond to the notice in writing.  In responding, the Contracting Officer shall either-- 

 

(1) Confirm that the conduct of which the Contractor gave notice constitutes a change and when necessary direct the 

mode of further performance; 

 

(2) Countermand any communication regarded as a change; 

 

(3) Deny that the conduct of which the Contractor gave notice constitutes a change and when necessary direct the 

mode of further performance; or 

 

(4) In the event the Contractor's notice information is inadequate to make a decision under (1), (2), or (3) above, 

advise the Contractor what additional information is required, and establish the date by which it should be furnished 

and the date thereafter by which the Government will respond. 

 

(e) Equitable adjustments. 

 

(1) If the Contracting Officer confirms that Government conduct effected a change as alleged by the Contractor, and 

the conduct causes an increase or decrease in the Contractor's cost of, or the time required for, performance of any 

part of the work under this contract, whether changed or not changed by such conduct, an equitable adjustment shall 

be made-- 

 

(i) In the contract price or delivery schedule or both; and 

 

(ii) In such other provisions of the contract as may be affected. 

 

(2) The contract shall be modified in writing accordingly.  In the case of drawings, designs or specifications which 

are defective and for which the Government is responsible, the equitable adjustment shall include the cost and time 

extension for delay reasonably incurred by the Contractor in attempting to comply with the defective drawings, 

designs or specifications before the Contractor identified, or reasonably should have identified, such defect.  When 

the cost of property made obsolete or excess as a result of a change confirmed by the Contracting Officer under this 

clause is included in the equitable adjustment, the Contracting Officer shall have the right to prescribe the manner of 

disposition of the property.  The equitable adjustment shall not include increased costs or time extensions for delay 

resulting from the Contractor's failure to provide notice or to continue performance as provided, respectively, in (b) 

and (c) above. 

 

Note:  The phrases “contract price” and “cost” wherever they appear in the clause, may be appropriately modified to 

apply to cost-reimbursement or incentive contracts, or to combinations thereof. 

 

(End of clause) 

 

 

 

52.252-2      CLAUSES INCORPORATED BY REFERENCE (FEB 1998)  

 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 

full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may 

be accessed electronically at this/these address(es): 

 

https://www.acquisition.gov/browse/index/far  



N3220524C4229 

 

Page 33 of 45 

 

 

https://www.acq.osd.mil/dpap/dars/dfarspgi/current/index.html  

 

(End of clause) 

 

 

 

52.252-6     AUTHORIZED DEVIATIONS IN CLAUSES (NOV 2020) 

 

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an 

authorized deviation is indicated by the addition of "(DEVIATION)" after the date of the clause. 

 

(b) The use in this solicitation or contract of any DFARS (48 CFR Chapter 2) clause with an authorized deviation is 

indicated by the addition of "(DEVIATION)" after the name of the regulation. 

 

(End of clause) 

 

 

 

252.204-7012  SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT 

REPORTING (JAN 2023) 

 

(a) Definitions. As used in this clause-- 

     

Adequate security means protective measures that are commensurate with the consequences and probability of loss, 

misuse, or unauthorized access to, or modification of information. 

     

Compromise means disclosure of information to unauthorized persons, or a violation of the security policy of a 

system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, 

or the copying of information to unauthorized media may have occurred. 

     

Contractor attributional/proprietary information means information that identifies the contractor(s), whether directly 

or indirectly, by the grouping of information that can be traced back to the contractor(s) (e.g., program description, 

facility locations), personally identifiable information, as well as trade secrets, commercial or financial information, 

or other commercially sensitive information that is not customarily shared outside of the company. 

        

Controlled technical information means technical information with military or space application that is subject to 

controls on the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. 

Controlled technical information would meet the criteria, if disseminated, for distribution statements B through F 

using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical Documents. The term 

does not include information that is lawfully publicly available without restrictions. 

     

Covered contractor information system means an unclassified information system that is owned, or operated by or 

for, a contractor and that processes, stores, or transmits covered defense information. 

     

Covered defense information means unclassified controlled technical information or other information, as described 

in the Controlled Unclassified Information (CUI) Registry at http://www.archives.gov/cui/registry/category-

list.html, that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and 

Governmentwide policies, and is-- 

     

(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by or 

on behalf of DoD in support of the performance of the contract; or 

    

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the 

performance of the contract. 

     

http://www.archives.gov/cui/registry/category-list.html
http://www.archives.gov/cui/registry/category-list.html
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Cyber incident means actions taken through the use of computer networks that result in a compromise or an actual or 

potentially adverse effect on an information system and/or the information residing therein. 

     

Forensic analysis means the practice of gathering, retaining, and analyzing computer-related data for investigative 

purposes in a manner that maintains the integrity of the data. 

 

Information system means a discrete set of information resources organized for the collection, processing, 

maintenance, use, sharing, dissemination, or disposition of information. 

     

Malicious software means computer software or firmware intended to perform an unauthorized process that will 

have adverse impact on the confidentiality, integrity, or availability of an information system. This definition 

includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well as spyware and  

some forms of adware. 

     

Media means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks, 

magnetic disks, large-scale integration memory chips, and printouts onto which covered defense information is 

recorded, stored, or printed within a covered contractor information system. 

    

Operationally critical support means supplies or services designated by the Government as critical for airlift, sealift,  

intermodal transportation services, or logistical support that is essential to the mobilization, deployment, or 

sustainment of the Armed Forces in a contingency operation. 

     

Rapidly report means within 72 hours of discovery of any cyber incident. 

     

Technical information means technical data or computer software, as those terms are defined in the clause at 

DFARS 252.227-7013, Rights in Technical Data--Other Than Commercial Products and Commercial Services, 

regardless of whether or not the clause is incorporated in this solicitation or contract. Examples of technical 

information include research and engineering data, engineering drawings, and associated lists, specifications, 

standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, studies 

and analyses and related information, and computer software executable code and source code. 

     

(b) Adequate security. The Contractor shall provide adequate security on all covered contractor information systems. 

To provide adequate security, the Contractor shall implement, at a minimum, the following information security 

protections: 

     

(1) For covered contractor information systems that are part of an information technology (IT) service or system 

operated on behalf of the Government, the following security requirements apply: 

     

(i) Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010, 

Cloud Computing Services, of this contract. 

     

(ii) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security 

requirements specified elsewhere in this contract. 

     

(2) For covered contractor information systems that are not part of an IT service or system operated on behalf of the 

Government and therefore are not subject to the security requirement specified at paragraph (b)(1) of this clause, the 

following security requirements apply: 

     

(i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor information system shall be 

subject to the security requirements in National Institute of Standards and Technology (NIST) Special Publication 

(SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and 

Organizations” (available via the internet at http://dx.doi.org/10.6028/NIST.SP.800-171) in effect at the time the 

solicitation is issued or as authorized by the Contracting Officer. 

     

http://dx.doi.org/10.6028/NIST.SP.800-171
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(ii)(A) The Contractor shall implement NIST SP 800-171, as soon as practical, but not later than December 31, 

2017. For all contracts awarded prior to October 1, 2017, the Contractor shall notify the DoD Chief Information 

Officer (CIO), via email at osd.dibcsia@mail.mil, within 30 days of contract award, of any security requirements  

specified by NIST SP 800-171 not implemented at the time of contract award. 

     

(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, for 

consideration by the DoD CIO. The Contractor need not implement any security requirement adjudicated by an 

authorized representative of the DoD CIO to be nonapplicable or to have an alternative, but equally effective,  

security measure that may be implemented in its place. 

 

(C) If the DoD CIO has previously adjudicated the contractor's requests indicating that a requirement is not 

applicable or that an alternative security measure is equally effective, a copy of that approval shall be provided to 

the Contracting Officer when requesting its recognition under this contract. 

     

(D) If the Contractor intends to use an external cloud service provider to store, process, or transmit any covered 

defense information in performance of this contract, the Contractor shall require and ensure that the cloud service 

provider meets security requirements equivalent to those established by the Government for the Federal Risk  

and Authorization Management Program (FedRAMP) Moderate baseline 

(https://www.fedramp.gov/resources/documents/) and that the cloud service provider complies with requirements in 

paragraphs (c) through (g) of this clause for cyber incident reporting, malicious software, media preservation and 

protection, access to additional information and equipment necessary for forensic analysis, and cyber incident 

damage assessment. 

     

(3) Apply other information systems security measures when the Contractor reasonably determines that information 

systems security measures, in addition to those identified in paragraphs (b)(1) and (2) of this clause, may be required 

to provide adequate security in a dynamic environment or to accommodate special circumstances (e.g., medical 

devices) and any individual, isolated, or temporary deficiencies based on an assessed risk or vulnerability. These 

measures may be addressed in a system security plan. 

     

(c) Cyber incident reporting requirement. 

     

(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the 

covered defense information residing therein, or that affects the contractor's ability to perform the requirements of 

the contract that are designated as operationally critical support and identified in the contract, the Contractor shall-- 

     

(i) Conduct a review for evidence of compromise of covered defense information, including, but not limited to, 

identifying compromised computers, servers, specific data, and user accounts. This review shall also include 

analyzing covered contractor information system(s) that were part of the cyber incident, as well as other information 

systems on the Contractor's network(s), that may have been accessed as a result of the incident in order to identify 

compromised covered defense information, or that affect the Contractor's ability to provide operationally critical 

support; and 

     

(ii) Rapidly report cyber incidents to DoD at https://dibnet.dod.mil. 

     

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall 

include, at a minimum, the required elements at https://dibnet.dod.mil. 

     

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with this clause, the 

Contractor or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber 

incidents. For information on obtaining a DoD-approved medium assurance certificate, see 

https://public.cyber.mil/eca/. 

     

(d) Malicious software. When the Contractor or subcontractors discover and isolate malicious software in 

connection with a reported cyber incident, submit the malicious software to DoD Cyber Crime Center (DC3) in 

mailto:osd.dibcsia@mail.mil
https://www.fedramp.gov/resources/documents/
http://dibnet.dod.mil/
http://dibnet.dod.mil/
https://public.cyber.mil/eca/
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accordance with instructions provided by DC3 or the Contracting Officer. Do not send the malicious software to the 

Contracting Officer. 

     

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor 

shall preserve and protect images of all known affected information systems identified in paragraph (c)(1)(i) of this 

clause and all relevant monitoring/packet capture data for at least 90 days from the submission of the cyber incident 

report to allow DoD to request the media or decline interest. 

    

(f) Access to additional information or equipment necessary for forensic analysis. Upon request by DoD, the 

Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a 

forensic analysis. 

   

(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting 

Officer will request that the Contractor provide all of the damage assessment information gathered in accordance 

with paragraph (e) of this clause. 

     

(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government shall protect 

against the unauthorized use or release of information obtained from the contractor (or derived from information 

obtained from the contractor) under this clause that includes contractor attributional/proprietary information, 

including such information submitted in accordance with paragraph (c). To the maximum extent practicable, the 

Contractor shall identify and mark attributional/proprietary information. In making an authorized release of such 

information, the Government will implement appropriate procedures to minimize the contractor 

attributional/proprietary information that is included in such authorized release, seeking to include only that  

information that is necessary for the authorized purpose(s) for which the information is being released. 

     

(i) Use and release of contractor attributional/proprietary information not created by or for DoD. Information that is 

obtained from the contractor (or derived from information obtained from the contractor) under this clause that is not 

created by or for DoD is authorized to be released outside of DoD-- 

    

(1) To entities with missions that may be affected by such information; 

     

(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents; 

     

(3) To Government entities that conduct counterintelligence or law enforcement investigations; 

     

(4) For national security purposes, including cyber situational awareness and defense purposes (including with 

Defense Industrial Base (DIB) participants in the program at 32 CFR part 236); or 

     

(5) To a support services contractor (“recipient”) that is directly supporting Government activities under a contract 

that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor Reported 

Cyber Incident Information. 

     

(j) Use and release of contractor attributional/proprietary information created by or for DoD. Information that is 

obtained from the contractor (or derived from information obtained from the contractor) under this clause that is 

created by or for DoD (including the information submitted pursuant to paragraph (c) of this clause) is authorized to 

be used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause, and for 

any other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy based 

restrictions on the Government's use and release of such information. 

     

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on 

the interception, monitoring, access, use, and disclosure of electronic communications and data. 

    

(l) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this 

clause in no way abrogates the Contractor's responsibility for other safeguarding or cyber incident reporting 
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pertaining to its unclassified information systems as required by other applicable clauses of this contract, or as a 

result of other applicable U.S. Government statutory or regulatory requirements. 

     

(m) Subcontracts. The Contractor shall-- 

     

(1) Include this clause, including this paragraph (m), in subcontracts, or similar contractual instruments, for 

operationally critical support, or for which subcontract performance will involve covered defense information, 

including subcontracts for commercial products or commercial services, without alteration, except to identify the 

parties. The Contractor shall determine if the information required for subcontractor performance retains its identity 

as covered defense information and will require protection under this clause, and, if necessary, consult with the 

Contracting Officer; and 

     

(2) Require subcontractors to-- 

     

(i) Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request to vary from a NIST 

SP 800-171 security requirement to the Contracting Officer, in accordance with paragraph (b)(2)(ii)(B) of this 

clause; and 

     

(ii) Provide the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-tier 

subcontractor) as soon as practicable, when reporting a cyber incident to DoD as required in paragraph (c) of this 

clause. 

 

(End of clause) 

 

 

 

252.204-7018  PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS  

EQUIPMENT OR SERVICES (JAN 2023) 

 

(a) Definitions. As used in this clause-- 

     

Covered defense telecommunications equipment or services means-- 

     

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation, or any 

subsidiary or affiliate of such entities; 

     

(2) Telecommunications services provided by such entities or using such equipment; or 

     

(3) Telecommunications equipment or services produced or provided by an entity that the Secretary of Defense 

reasonably believes to be an entity owned or controlled by, or otherwise connected to, the government of a covered 

foreign country. 

     

Covered foreign country means-- 

     

(1) The People's Republic of China; or 

     

(2) The Russian Federation. 

     

Covered missions means-- 

     

(1) The nuclear deterrence mission of DoD, including with respect to nuclear command, control, and 

communications, integrated tactical warning and attack assessment, and continuity of Government; or 

     

(2) The homeland defense mission of DoD, including with respect to ballistic missile defense. 
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Critical technology means-- 

     

(1) Defense articles or defense services included on the United States Munitions List set forth in the International 

Traffic in Arms Regulations under subchapter M of chapter I of title 22, Code of Federal Regulations; 

    

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export 

Administration Regulations under subchapter C of chapter VII of title 15, Code of Federal Regulations, and 

controlled-- 

    

(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological 

weapons proliferation, nuclear nonproliferation, or missile technology; or 

     

(ii) For reasons relating to regional stability or surreptitious listening; 

     

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology 

covered by part 810 of title 10, Code of Federal Regulations (relating to assistance to foreign atomic energy 

activities); 

     

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating 

to export and import of nuclear equipment and material); 

     

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such 

Code, or part 73 of title 42 of such Code; or 

     

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act 

of 2018 (50 U.S.C. 4817). 

     

Substantial or essential component means any component necessary for the proper function or performance of a 

piece of equipment, system, or service. 

    

(b) Prohibition. In accordance with section 1656 of the National Defense Authorization Act for Fiscal Year 2018 

(Pub. L. 115-91), the contractor shall not provide to the Government any equipment, system, or service to carry out 

covered missions that uses covered defense telecommunications equipment or services as a substantial or essential 

component of any system, or as critical technology as part of any system, unless the covered defense 

telecommunication equipment or services are covered by a waiver described in Defense Federal Acquisition 

Regulation Supplement 204.2104. 

     

(c) Procedures. The Contractor shall review the list of excluded parties in the System for Award Management 

(SAM) at https://www.sam.gov for entities that are excluded when providing any equipment, system, or service, to 

carry out covered missions, that uses covered defense telecommunications equipment or services as a substantial or 

essential component of any system, or as critical technology as part of any system, unless a waiver is granted. 

     

(d) Reporting. 

     

(1) In the event the Contractor identifies covered defense telecommunications equipment or services used as a 

substantial or essential component of any system, or as critical technology as part of any system, during contract 

performance, the Contractor shall report at https://dibnet.dod.mil the information in paragraph (d)(2) of this clause. 

     

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause: 

     

(i) Within 3 business days from the date of such identification or notification: The contract number; the order 

number(s), if applicable; supplier name; brand; model number (original equipment manufacturer number, 

manufacturer part number, or wholesaler number); item description; and any readily available information  

about mitigation actions undertaken or recommended. 

     

https://www.sam.gov/
https://dibnet.dod.mil/
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(ii) Within 30 business days of submitting the information in paragraph (d)(2)(i) of this clause: Any further available  

information about mitigation actions undertaken or recommended. In addition, the Contractor shall describe the 

efforts it undertook to prevent use or submission of a covered defense telecommunications equipment or services, 

and any additional efforts that will be incorporated to prevent future use or submission of covered 

telecommunications equipment or services. 

     

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e), in all 

subcontracts and other contractual instruments, including subcontracts for the acquisition of commercial products or 

commercial services. 

 

 

(End of clause) 

 

 

 

 

252.204-7020  NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (JAN 2023) 

 

(a) Definitions. 

     

Basic Assessment means a contractor's self-assessment of the contractor's implementation of NIST SP 800-171 that- 

     

(1) Is based on the Contractor's review of their system security plan(s) associated with covered contractor 

information system(s); 

     

(2) Is conducted in accordance with the NIST SP 800-171 DoD Assessment Methodology; and 

    

(3) Results in a confidence level of "Low" in the resulting score, because it is a self-generated score. 

     

Covered contractor information system has the meaning given in the clause 252.204-7012, Safeguarding Covered 

Defense Information and Cyber Incident Reporting, of this contract. 

     

High Assessment means an assessment that is conducted by Government personnel using NIST SP 800-171A, 

Assessing Security Requirements for Controlled Unclassified Information that-- 

     

(1) Consists of-- 

     

(i) A review of a contractor's Basic Assessment; 

     

(ii) A thorough document review; 

     

(iii) Verification, examination, and demonstration of a Contractor's system security plan to validate that NIST SP 

800-171 security requirements have been implemented as described in the contractor's system security plan; and 

     

(iv) Discussions with the contractor to obtain additional information or clarification, as needed; and 

     

(2) Results in a confidence level of "High" in the resulting score. 

     

Medium Assessment means an assessment conducted by the Government that-- 

     

(1) Consists of-- 

     

(i) A review of a contractor's Basic Assessment; 

     

(ii) A thorough document review; and 
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(iii) Discussions with the contractor to obtain additional information or clarification, as needed; and 

     

(2) Results in a confidence level of "Medium" in the resulting score. 

     

(b) Applicability. This clause applies to covered contractor information systems that are required to comply with the 

National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, in accordance with 

Defense Federal Acquisition Regulation System (DFARS) clause at 252.204-7012, Safeguarding Covered Defense 

Information and Cyber Incident Reporting, of this contract. 

     

(c) Requirements. The Contractor shall provide access to its facilities, systems, and personnel necessary for the 

Government to conduct a Medium or High NIST SP 800-171 DoD Assessment, as described in NIST SP 800-171 

DoD Assessment Methodology at https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP800171, if 

necessary. 

     

(d) Procedures. Summary level scores for all assessments will be posted in the Supplier Performance Risk System 

(SPRS) (https://www.sprs.csd.disa.mil/) to provide DoD Components visibility into the summary level scores of 

strategic assessments. 

     

(1) Basic Assessments. A contractor may submit, via encrypted email, summary level scores of Basic Assessments 

conducted in accordance with the NIST SP 800-171 DoD Assessment Methodology to webptsmh@navy.mil for 

posting to SPRS. 

     

(i) The email shall include the following information: 

     

(A) Version of NIST SP 800-171 against which the assessment was conducted. 

     

(B) Organization conducting the assessment (e.g., Contractor self-assessment). 

     

(C) For each system security plan (security requirement 3.12.4) supporting the performance of a DoD contract-- 

     

(1) All industry Commercial and Government Entity (CAGE) code(s) associated with the information system(s) 

addressed by the system security plan; and 

     

(2) A brief description of the system security plan architecture, if more than one plan exists. 

    

(D) Date the assessment was completed. 

     

(E) Summary level score (e.g., 95 out of 110, NOT the individual value for each requirement). 

     

(F) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based 

on information gathered from associated plan(s) of action developed in accordance with NIST SP 800-171. 

     

(ii) If multiple system security plans are addressed in the email described at paragraph (b)(1)(i) of this section, the  

Contractor shall use the following format for the report: 

 

-------------------------------------------------------------------------------------------------------------------------------------- 

                                                                           Brief 

                                       CAGE codes               description of            Date of              Total        Date score of 

System security plan      supported by this        the plan                      assessment       score          110 will  

                                        plan                            architecture                                                           achieved 

----------------------------------------------------------------------------------------------------------------------------- ---------- 

__________________  _________________  ________________  ____________  ________  _____________ 

----------------------------------------------------------------------------------------------------------------------------- ---------- 

__________________  _________________  ________________  ____________  ________  _____________ 

https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP800171
https://www.sprs.csd.disa.mil/
mailto:webptsmh@navy.mil
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---------------------------------------------------------------------------------------------------------------------------------------  

__________________  _________________  ________________  ____________  ________  _____________ 

---------------------------------------------------------------------------------------------------------------------------------------  

 

(2) Medium and High Assessments. DoD will post the following Medium and/or High Assessment summary level 

scores to SPRS for each system security plan assessed: 

     

(i) The standard assessed (e.g., NIST SP 800-171 Rev 1). 

     

(ii) Organization conducting the assessment, e.g., DCMA, or a specific organization (identified by Department of 

Defense Activity Address Code (DoDAAC)). 

     

(iii) All industry CAGE code(s) associated with the information system(s) addressed by the system security plan. 

     

(iv) A brief description of the system security plan architecture, if more than one system security plan exists. 

     

(v) Date and level of the assessment, i.e., medium or high. 

     

(vi) Summary level score (e.g., 105 out of 110, not the individual value assigned for each requirement). 

     

(vii) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) 

based on information gathered from associated plan(s) of action developed in accordance with NIST SP 800-171. 

     

(e) Rebuttals. (1) DoD will provide Medium and High Assessment summary level scores to the Contractor and offer 

the opportunity for rebuttal and adjudication of assessment summary level scores prior to posting the summary level 

scores to SPRS (see SPRS User's Guide https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf). 

     

(2) Upon completion of each assessment, the contractor has 14 business days to provide additional information to 

demonstrate that they meet any security requirements not observed by the assessment team or to rebut the findings 

that may be of question. 

     

(f) Accessibility.  

 

(1) Assessment summary level scores posted in SPRS are available to DoD personnel, and are protected, in 

accordance with the standards set forth in DoD Instruction 5000.79, Defense-wide Sharing and Use of Supplier and 

Product Performance Information (PI). 

     

(2) Authorized representatives of the Contractor for which the assessment was conducted may access SPRS to view 

their own summary level scores, in accordance with the SPRS Software User's Guide for Awardees/Contractors 

available at https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf. 

     

(3) A High NIST SP 800-171 DoD Assessment may result in documentation in addition to that listed in this clause. 

DoD will retain and protect any such documentation as "Controlled Unclassified Information (CUI)" and intended 

for internal DoD use only. The information will be protected against unauthorized use and release, including through 

the exercise of applicable exemptions under the Freedom of Information Act (e.g., Exemption 4 covers trade secrets 

and commercial or financial information obtained from a contractor that is privileged or confidential). 

     

(g) Subcontracts.  

 

(1) The Contractor shall insert the substance of this clause, including this paragraph (g), in all subcontracts  

and other contractual instruments, including subcontracts for the acquisition of commercial products or commercial 

services (excluding commercially available off-the-shelf items). 

     

(2) The Contractor shall not award a subcontract or other contractual instrument, that is subject to the 

implementation of NIST SP 800-171 security requirements, in accordance with DFARS clause 252.204-7012 of this 

https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf
https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf
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contract, unless the subcontractor has completed, within the last 3 years, at least a Basic NIST SP 800-171 DoD 

Assessment, as described in https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP800171, for all 

covered contractor information systems relevant to its offer that are not part of an information technology service or 

system operated on behalf of the Government. 

     

(3) If a subcontractor does not have summary level scores of a current NIST SP 800-171 DoD Assessment (i.e., not 

more than 3 years old unless a lesser time is specified in the solicitation) posted in SPRS, the subcontractor may 

conduct and submit a Basic Assessment, in accordance with the NIST SP 800-171 DoD Assessment Methodology,  

to webptsmh@navy.mil for posting to SPRS along with the information required by paragraph (d) of this clause. 

 

(End of clause) 

 

 

 

 

252.209-7010  CRITICAL SAFETY ITEMS (AUG 2011) 

 

(a) Definitions. 

     

Aviation critical safety item means a part, an assembly, installation equipment, launch equipment, recovery 

equipment, or support equipment for an aircraft or aviation weapon system if the part, assembly, or equipment 

contains a characteristic any failure, malfunction, or absence of which could cause-- 

     

(i) A catastrophic or critical failure resulting in the loss of, or serious damage to, the aircraft or weapon system; 

     

(ii) An unacceptable risk of personal injury or loss of life; or 

     

(iii) An uncommanded engine shutdown that jeopardizes safety. 

     

Design control activity. (i) With respect to an aviation critical safety item, means the systems command of a military 

department that is specifically responsible for ensuring the airworthiness of an aviation system or equipment, in 

which an aviation critical safety item is to be used; and 

     

(ii) With respect to a ship critical safety item, means the systems command of a military department that is 

specifically responsible for ensuring the seaworthiness of a ship or ship equipment, in which a ship critical safety 

item is to be used. 

     

Ship critical safety item means any ship part, assembly, or support equipment containing a characteristic, the failure, 

malfunction, or absence of which could cause-- 

     

(i) A catastrophic or critical failure resulting in loss of, or serious damage to, the ship; or 

     

(ii) An unacceptable risk of personal injury or loss of life. 

     

(b) Identification of critical safety items. One or more of the items being procured under this contract is an aviation 

or ship critical safety item. The following items have been designated aviation critical safety items or ship critical 

safety items by the designated design control activity: 

 

MSC CRITICAL SHIP SYSTEM AND EQUIPMENT 

1 Main Propulsion Diesel Engines/Main Propulsion Motors/Gas Turbine Engines. 

2 Ship Service Diesel Engines/Ships Service Turbine Generators. 

3 High Pressure/Low Pressure Propulsion Turbines. 

4 Emergency Diesel Generators. 

5 Propulsion/Machinery Control Systems. 

6 Main Propulsion and Turbine Generator Reduction Gears. 

https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP800171
mailto:webptsmh@navy.mil
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7 Propulsion Shafting, Bearings, and Couplings. 

8 Controllable Pitch Propeller Systems. 

9 Stern Tube Seal Systems. 

10 Steering Gear Control Systems (not hydraulics). 

11 Electronic Chart Display Information System. 

12 Dynamic Positioning (DP2) System. 

13 Fixed Fire Extinguishing Systems/Fire Detection Systems (Note: American Bureau of Shipping 

“Recognized External Specialist” documentation shall suffice for Fire Extinguishing System 

qualified service providers). 

14 Oily Water Separator/Oil Content Monitors. 

15 Mission Equipment (Vehicle Ramps; Cargo Cranes; Cargo Hold Water Tight Doors and Ramps) 

(structural, electronics and hydraulic control systems; not hydraulic components and hoses, and 

other common components) 

   

(c) Heightened quality assurance surveillance. Items designated in paragraph (b) of this clause are subject to 

heightened, risk-based surveillance by the designated quality assurance representative. 

 

(End of clause) 
 

 

 

 

 

252.223-7998   PROHIBITION ON PROCUREMENT OF CERTAIN ITEMS CONTAINING 

PERFLUOROOCTANE SULFONATE OR PERFLUOROOCTANOIC ACID (DEVIATION 2022-O0010) (APR 

2023) 

(a)  Effective April 1, 2023, in accordance with section 333 of the William M. (Mac) Thornberry National Defense 

Authorization Act for Fiscal Year 2021 (Pub. L. 116-283), the Department of Defense may not procure any covered 

items that contain perfluorooctane sulfonate (PFOS) or perfluorooctanoic acid (PFOA).   

(b)  A covered item means the following: 

(1)  Nonstick cookware or cooking utensils for use in galleys or dining facilities. 

(2)  Upholstered furniture, carpets, and rugs that have been treated with stain-resistant coatings. 

(c)  The Contractor shall not provide any covered items containing PFOS or PFOA in performance of this contract, 

task order, delivery order, or blanket purchase agreement order. 

(d)  The Contractor shall include the substance of this clause, including this paragraph (d), in subcontracts for any 

covered item, including subcontracts for commercial products (including commercially available off-the-shelf items) 

and commercial services. 

(End of clause) 

 

 

 

252.225-7056  PROHIBITION REGARDING BUSINESS OPERATIONS WITH THE MADURO REGIME (JAN 

2023) 

 

(a) Definitions. As used in this clause-- 

     

Agency or instrumentality of the government of Venezuela means an agency or instrumentality of a foreign state as 

defined in 28 U.S.C. 1603(b), with each reference in section 1603(b) to a foreign state deemed to be a reference to 

Venezuela. 

     

Business operations means engaging in commerce in any form, including acquiring, developing, maintaining, 

owning, selling, possessing, leasing, or operating equipment, facilities, personnel, products, services, personal 

property, real property, or any other apparatus of business or commerce. 
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Government of Venezuela means the government of any political subdivision of Venezuela, and any agency or 

instrumentality of the government of Venezuela. 

     

Person means-- 

     

(1) A natural person, corporation, company, business association, partnership, society, trust, or any other  

nongovernmental entity, organization, or group; 

     

(2) Any governmental entity or instrumentality of a government, including a multilateral development institution (as 

defined in section 1701(c)(3) of the International Financial Institutions Act (22 U.S.C. 262r(c)(3)); and 

     

(3) Any successor, subunit, parent entity, or subsidiary of, or any entity under common ownership or control with, 

any entity described in paragraph (1) or (2) of this definition. 

     

(b) Prohibition. In accordance with section 890 of the National Defense Authorization Act for Fiscal Year 2020 

(Pub. L. 116-92), DoD is prohibited from entering into a contract for the procurement of products or services with 

any person that has business operations with an authority of the government of Venezuela that is not recognized as 

the legitimate government of Venezuela by the U.S. Government, unless the person has a valid license to operate in  

Venezuela issued by the Office of Foreign Assets Control of the Department of the Treasury. 

     

(c) The Contractor shall-- 

     

(1) Not have any business operations with an authority of the Maduro regime or the government of Venezuela that is 

not recognized as the legitimate government of Venezuela by the U.S. Government; or 

     

(2) Have a valid license to operate in Venezuela issued by the Office of Foreign Assets Control of the Department of 

the Treasury. 

     

(d) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (d), in all 

subcontracts, including subcontracts for the acquisition of commercial products. 

 

(End of clause) 

 


